Waltham Police Department 


ORGANIZED CRIME, VICE 
AND INTELLIGENCE 
CHAPTER 43 


Effective Date: 01/2009, 1/2012,1/2014; 12/15 
Acc. Standard #: 42.1.6,43.1.1,43.1.4,43.1.5 


POLICY: 


It shall be the policy of the Waltham Police Department to suppress organized crime and vice 
activity as it relates to the City of Waltham. Since organized crime activities are carefully 
planned to avoid direct confrontation with law enforcement, it is the responsibility of every 
Waltham Police Officer to suppress these criminal activities. Whenever organized crime and 
vice activities are suspected, officers shall report those activities to their Commanding Officer 
for further investigation, review and/or referral. 


It shall further be the policy of the Waltham Police Department to consider all complaints and 
information regarding organized crime, vice activity or intelligence activity confidential. 
Organized crime and vice activities are often multi-jurisdictional in nature. As such, the law 
enforcement response is performed and shared by other local, state and federal law enforcement 
agencies. The Waltham Police Department recognizes that its resources are limited and only a 
coordinated and cooperative effort will be effective. 


It shall be the policy of the Waltham Police Department, in its efforts to gather intelligence that 
such activities will not be allowed to interfere with the exercise of constitutionally guaranteed 
rights and privileges. No information shall be gathered or retained unless it specifically relates to 
criminal conduct or to activities that present a threat to the community. [42.1.6a] Only that 
information necessary to attain the mission will be collected and retained. [42.1.6a] 


The Suburban Middlesex County Drug Task Force is a Drug Unit outside of the basic 
Investigation Division. This multi-jurisdictional task force operates under its own policies and 
procedures with regard to drug cases. 


The Waltham Police Department Investigation Division handles all general investigatory cases, 
operating within the policies and procedures of the Waltham Police Department. 
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It is the responsibility of every member of the department to assist in the gathering of 
information within these guidelines, and to forward such information to the appropriate authority 
for further review, analysis and dissemination whenever appropriate. [42.1.6b,c] 


DEFINITIONS [42.1.6a]: 


ORGANIZED CRIME: Two or more persons who, with a continuing purpose, 
violate criminal laws to seek illegal profits or power by engaging in criminal 
activities. These activities may include but are not limited to: loan sharking; extortion 
and/or bribery; corruption; illegal gambling; theft/fencing rings; prostitution; illegal 
sale and distribution of alcoholic beverages; illegal manufacture, sale and distribution 
of controlled substances; and those designated offenses set forth in MA Gen. Law, 
Ch. 272, Sec. 99, whenever an organized crime nexus has been determined. 
[43.1.1][42.1.6f] 


VICE ACTIVITIES: May include but not limited to: illegal sale, use, and 
distribution of controlled substances; illegal gambling and related activities; 
prostitution and other illegal sexual activities; and illegal sale and distribution of 
liquor. [43.1.1]] 


INTELLIGENCE: Shall consist of the collecting, processing, evaluating, and 
disseminating information in the following specified problem areas: Organized Crime 
Activities; Vice Activities; Subversive Activities Terrorism and Civil Disorders. 


PROCEDURES: 
1. INTELLIGENCE, ORGANIZED CRIME AND VICE CONTROL FUNCTION: 


The Investigation Division shall be responsible for coordinating the organized crime, vice 
control, and intelligence gathering functions of the department. 


A. 


COMMAND: The administration of this function shall be under the direction of 
the Commanding Officer - Investigation Division. 


TRAINING: The Investigation Division shall have members trained and 
prepared to be utilized as needed to collect intelligence information and to 
suppress vice and organized crime activities. Their activities shall be under the 
direction of the Chief of Police or his designee. The Chief of Police shall 
determine the number and type of personnel, special equipment, funds, and other 
resources to suppress vice activities. [42.1.6c] 


OBJECTIVES: The officers trained in organized crime and vice control shall 
have as an immediate goal, the suppression of organized crime and vice whenever 
discovered or reported. The hours of work shall be flexible, as determined by the 
Commanding Officer - Investigation Division, according to need. Members of 
the component shall work together as a team. 


CRITERIA FOR INVESTIGATIONS: 
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Upon notification of information regarding organized crime or vice activity, the 
Commanding Officer - Investigation Division shall review the information 
received and notify the Chief of Police, who shall determine the extent of 
resources to be committed to the investigation using the criteria listed below as a 
guideline. 


Validity of original intelligence information; 

Criminal nature of the problem; 

Proper investigative techniques to successfully complete the investigation; 
Suitability of the agency's resources to conduct the investigation; and 
Existence of possible operational problems. 


ae Se 


The Chief will be advised of these activities at daily staff meetings or in a private 
meeting between the Commander of the Investigations Division and the Chief. 
[43.1.1d] 


He shall, if an investigation is begun, notify the Chief of Police, with periodic 
reports until the investigation has been terminated. 


He shall insure the security and confidentiality of all intelligence, informants, 
investigations and files. 


He shall designate specific officers to investigate the complaint, requiring 
progress reports, and closely supervising the investigation. 


3. RECEIVING, PROCESSING, RECORDING VICE AND ORGANIZED CRIME 





COMPLAINTS: [42.1.6d, g], [43.1.1a,b] 


A. 


RECEIPT: All organized crime and vice complaints received by members of the 
department shall be investigated fully by submitting a preliminary investigative 
report. The report shall be as complete as possible. 


PROCESSING: Whenever possible, such reports shall be submitted to the 
receiving officer's commanding officer, who shall make a determination as to the 
most effective preliminary action to be taken. 


Such action could include but not be limited to; immediate action if appropriate, 
referral to the Investigation Division, or notification of outside law enforcement 
agencies. When in doubt as to the most appropriate action to take the 
Commanding Officer-Investigation Division is to be consulted prior to action 
being taken. 


C. RECORDING: Copies of all such reports shall be referred to and maintained by the 


Commanding Officer-Investigation Division in a secure file.[43.1.1b] 
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DUTIES OF OFFICERS [42.1.6b]: 


A. GENERAL: It is the responsibility of every member of the department to 
suppress organized crime and vice activities and to enforce laws that are directed 
against such crimes. 


B. UPON ENCOUNTERING OR SUSPECTING VICE OR ORGANIZED 
CRIME ACTIVITY: Patrol officers shall, when possible, notify their supervisor 
if this is not possible or practicable, officers shall take whatever action is 
appropriate under the circumstances. 


It should be noted that if delay would not jeopardize the safety of the public it is 
frequently preferable to avoid immediate direct involvement in order to facilitate 
an in-depth investigation. [42.1.6f] 


C: REPORTS: Prior to the conclusion of the tour of duty, officers shall submit a 
full report containing all available information. The report shall include the 
source of the information, some indication of the source's reliability, if known, 
action taken, if any, and all other pertinent information regarding the reported 
problem. 


If extra security precautions are deemed necessary to protect a source of 
information or to preserve the confidentiality of an investigation the officer shall 
submit his report directly to his Commanding Officer and be guided by his 
instructions. 


VICE AND ORGANIZED CRIME INVESTIGATIONS: Once a determination has 
been made by the Chief of Police to pursue an investigation, the Commanding Officer — 
Investigation Division shall determine a method or combination of methods to best fulfill 
the goals of the investigation. These shall include decoy operations, undercover 
operations, covert surveillance, and visual/electronic surveillance, when necessary. 
These methods shall be employed after reports of vice and organized crimes have been 
analyzed in an attempt to ascertain patterns and trends. Prospective future victims, 
offenders, methods, locales, and other pertinent data shall be identified as early as 
possible. 


The investigators deployed for this purpose shall have the responsibility of notifying 
victims and complainants in these cases. Investigators assigned to vice and organized 
crime activities shall submit reports to the Commanding Officer as required by him. 


RECORDS/INTELLIGENCE, ORGANIZED CRIME AND VICE ACTIVITIES: 
Because of the highly sensitive nature of these activities, records concerning active 
intelligence gathering, organized crime and vice investigations shall be maintained 
separately from central records and central investigative records. These records shall be 
maintained in a locked file and shall be accessed only by the Commanding Officer - 
Investigation Division, the case investigator(s), the Chief of Police, and other Staff 
Personnel at the direction of the Chief of Police. [42.1.6b,d] 
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The Commanding Officer-Investigation Division shall monitor the information analysis 
and storage process to ensure that all information receives appropriate disposition and 
that only appropriate information is kept. He shall be responsible for the security of all 
such information. 


All information retained or disseminated shall be objective, logical and concise. Any 
assembled data must be rated as to its validity and all data relating to the same subject 
matter from more than one source and thought to be reliable will be correlated.[42.1.6g] 


Information received from preliminary investigations or reports shall use the assigned 
incident numbers. If a record has not received an incident number it will be assigned a 
record number. In either case all records will be kept in a secured record system and 
name, address and either incident number or record number may recall all records. 


INSPECTION/STAFF REVIEW OF RECORDS: All information retained shall be 
evaluated as to its continued relevancy and importance at least every two years. The 
Commanding Officer - Investigation Division, shall establish a procedure with the 
Inspectional Services Staff for review and audit. The purpose of this review/audit shall 
be to determine: 


A. That no files are being kept which violate the substantive provisions of these 
procedures, 
B. That the department is following procedures that insure that material retained is 


relevant to the department's mission. 


C. All out-dated or irrelevant information shall be purged, by shredding, from the 
files, and its destruction shall be conducted under the direction of the 
Commanding Officer - Investigation Division or his designee. [42.1.6c, h] 


LIAISON/ FEDERAL, STATE AND LOCAL AGENCIES: All requests for 
information concerning vice and organized crime control investigations received by the 
department shall be forwarded to the Commanding Officer - Investigation Division. He 
shall be the designated liaison person for joint efforts and information exchange with 
federal, state and local law enforcement agencies. If applicable, all requests for 
information shall be processed in accordance with MA Gen. Law, Ch. 6, Sec 167-168, 
relative to the Criminal Offender Records Information Act. He shall maintain a secured 
record of all information conveyed to or received from all outside agencies regarding 
such matters. [43.1.1c] [42.1.6 f,g] 


INTER-DEPARTMENT COMMUNICATION, AND COORDINATION: The 
Commanding Officer - Investigation Division shall have the responsibility for 
communicating with the Commanding Officer - Patrol Division, to insure that the 
department brings its full resources to bear on vice and organized crime problems. This 
may be done orally or in writing, as the situation requires. As necessary, designated 
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personnel shall relay information to shift supervisors for immediate relay to patrol units 
as required. 


EXCHANGE OF INFORMATION: Information developed through 
intelligence activities or as a result of organized crime or vice investigations shall, 
if judged to be of sufficient importance and immediacy, be provided to 
operational units to increase the effectiveness of their enforcement and deterrent 
efforts. Patrol officers shall be advised, when appropriate, of the significance of 
information submitted by or to them. 


It shall be the duty of the Commanding Officer-Investigation Division to assure 
the transmittal of all such information to the Commanding Officer-Patrol 
Division. This will assist in ensuring effective deployment of police personnel and 
equipment for a particular event or situation. [42.1.6g] 


MULTIPLE JURISDICTIONS/ CASE OF MAJOR PROPORTIONS: When a case 
involving organized crime or vice is of major proportions or overlaps other jurisdictions, 
the appropriate agencies shall be notified. This shall include but not be limited to a 
specialized investigative team organized through the Middlesex County District 
Attorney's Office and the U.S. Attorney's Organized Crime Strike Force. The Waltham 
Police Department will cooperate fully in all such investigations. 


When the Commanding Officer - Investigation Division has knowledge that any 
organized crime control, prosecution, and/or investigation unit is, or will be, operating in 
the City of Waltham he shall designate one individual to contact such unit and offer 
assistance, participation and cooperation of the Waltham Police Department. Such 
officer shall then act as liaison officer, and maintain regular communication with the 
strike force. Any request for personnel shall be approved by Commanding Officer - 
Investigation Division, and any exchange of information shall be reported to him. 


SURVEILLANCE: VICE/ORGANIZED CRIME OPERATIONS: [43.1.5] Prior to 
initiating surveillance activity, the Commanding Officer - Investigation Division, shall 
analyze all reports of vice and organized crimes. He shall authorize surveillance tactics, 
and shall: 


A. Choose a team familiar with the area involved, or insure that the team has an 
opportunity to become familiar with the area; 


B. Insure that team members are familiar with the identities and habits of probable 
surveillance targets, including their associates, vehicles, and methods of 
operation. 

C. Insure that the team members are aware of procedures for conducting site 


observations, "tails" on foot or in vehicles, and for making arrests; 


D. Provide sufficient backup when necessary; 
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E. Provide officers with funding, when required; 


F. Determine in advance the communications requirements of the operations and 
acquire sufficient equipment to effectively carry out the operation; 


Provide adequate support, equipment and vehicles; 


H. Establish an orderly system for relief of teams when operations are on going over 
long periods, insuring the security of the team members and the operation; and 


I. Consult when necessary with the District Attorney or his designee to establish 
goals for the surveillance, and to insure that all applicable laws are complied with. 


J. It shall be the responsibility of the Commanding Officer - Investigation Division, 
or his designee, to conduct a series of meetings with team members and support 
personnel to insure each person is fully aware of the goals and objectives of the 
role they are to play in the operation, and of any limits on their authority or on the 
operation in general. 


SURVEILLANCE _EQUIPMENT/AUTHORIZATION, DISTRIBUTION AND 
USE: [42.1.6d] All specialized surveillance equipment of the department shall be 


available for the suppression of vice and organized crime and the gathering of 
intelligence as appropriate. This shall include audio-visual monitoring equipment, night 
vision equipment, specially designed surveillance vehicles, GPS tracking equipment, and 
photographic equipment. This is available subject to an officer signing out all equipment 
on a log. Investigations commander shall authorize and note who equipment has been 
issued to. Use of equipment shall be by trained personnel only and for legitimate law 
enforcement purposes only in compliance with state and federal law. [43.1.1], [43.1.4] 


Waltham Police Regulations, No. 204.1, 204.2, and 204.3 shall generally guide the care, 
control, and use of such equipment. [43.1.1] 


UNDERCOVER OPERATIONS - VICE/ORGANIZED CRIME: [43.1.5] No 
undercover operation shall be conducted by members of the department without the direct 
authorization of the Chief of Police and the Commanding Officer - Investigation 
Division. In the event that it becomes necessary to utilize a member of the department in 
an undercover role, the Commanding Officer - Investigation Division or his designee 
shall use the following guidelines: [43.1.1d] 


A. TARGETED SUSPECTS: Every effort should be made to identify targets of the 
operation prior to the start of such operation. Photographs should be obtained, if 
possible, and all department files and arrest records should be searched for 
possible suspect reference. Registry of Motor Vehicle and Department of 
Corrections files should also be used. If the suspect’s residence is known, 
information about the building can be obtained from the owner/landlord. 
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Once a suspect has been identified, every effort should be made to determine his 
personal and criminal history through use of the above files and records. If a 
suspect has a criminal history, but is new to the city, law enforcement agencies in 
communities, which he has frequented, should be consulted. As the undercover 
investigation continues, associates of the target frequently become additional 
targets. All of the above methods should then be utilized to identify and analyze 
those suspects. 


SUSPECT CONTACT: Methods of making contact with suspects may differ 
depending upon the identity, which is being investigated. If drug activity is the 
targeted crime, the undercover officer should pose as a potential narcotic 
customer. If prostitution is suspected, the officer should pose as a client. An 
officer may also make contact with a suspect by frequenting bars, lounges, or 
other recreational facilities known to be used by the suspect. In this way, a 
suspect may be approached as an equal, and a preliminary relationship formed. 


TARGET AREA: The neighborhood or target area in which the undercover 
officer will be working should be thoroughly analyzed prior to the start of the 
operation. The general character and level of economic development may be 
determined by simple observation. Computer search of department files should 
also be conducted to determine type and frequency of police response to the area, 
and number and type of arrests within the area. Population density may also be 
determined by city census figures. 


IDENTITY AND CREDENTIALS: A false identity for an undercover officer 
may be developed by simply following a profile of targeted individuals and 
associates. The identity must be developed so as to match, as closely as possible, 
associated or customers of the targeted individual. This will, of course, differ 
depending on targeted criminal activity. False credentials will seldom be 
necessary during undercover operations. If needed, the department photo/ID 
section can develop simple identification cards. Should more sophisticated 
credentials become necessary in order for an undercover officer to "prove" his 
identify, the Massachusetts Registry of Motor Vehicles will provide legitimate 
operators licenses with a false identify to undercover law enforcement officers. 


CONFIDENTIALITY OF IDENTITY: Maintaining the confidentiality of the 
undercover officer’s false identity is critical, not only to the success of the 
operation, but to the officer’s safety. All aspects of the undercover operation 
including but not limited to, records, reports and meetings shall be on a strictly 
"need to know" basis. The undercover officer should never report to the station, 
nor should he associate with other officers. Communications between the officer 
and the department shall be strictly limited as detailed below. [42.1.6f] 


COMMUNICATION: In order for the undercover officer to maintain the 
confidentiality of his false identity, his communication with other members of the 
department shall be strictly limited. One specific officer shall be designated as a 
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contact person, and shall have exclusive contact with the undercover officer. 
Communication between the contact officer and undercover officer shall be by 
telephone and by personal meeting, and shall be at pre-arranged times and 
locations. In the event of an emergency, the safety of the undercover officer is 
paramount. Should he need immediate assistance, he should contact any member 
of the department by any means at hand, even at the expense of compromising the 
operation. 


LEGAL RAMIFICATIONS: It shall be the responsibility of the supervisor of 
the undercover operation to consult with the appropriate staff at the Middlesex 
County District Attorney’s Office whenever necessary during the course of the 
undercover operation, should any questions arise which may jeopardize the 
successful prosecution of any arrests resulting from the operation.[42.1.6a,f] 


ARRESTS: As any arrest made during the course of an undercover operation 
would usually compromise such operation, arrests of all suspects identified as 
involved in criminal activity should be postponed until the conclusion of the 
operation. Arrest warrants for all individuals should be obtained, and all arrests 
should be made individuals should be obtained, and all arrests should be made 
during the same time period. Any criminal activity observed by undercover or 
back-up officers during an operation, that is unrelated to such operation, must 
necessarily be ignored. 


BACK-UP SECURITY: Whenever an undercover officer is actively involved in 
interaction with targeted suspects, there shall be at least two back-up officers 
available to monitor his activities. It shall be the responsibility of the supervisor 
of the undercover operation to determine if a particular situation would require 
any additional back-up officers. If he feels that additional back-up officers are 
necessary, and none are available, he should contact the Commanding Officer - 
Investigation Division to determine if officers may be hired on an overtime basis. 
If the safety of the undercover officer is in question due to insufficient back-up 
coverage, the particular undercover activity shall not be performed. [42.1.6f] 


SUPERVISION: The Commanding Officer - Investigation Division shall ensure 
that close supervision of the undercover operation is provided at all times. He 
shall designate one superior officer of the Investigation Division to be in charge 
of the operation, and shall meet with such supervisor at least twice each week 
during the course of the operation, to discuss its progress. No undercover officer 
and targeted suspects exist, without the operation supervisor's direct knowledge 
and approval. 


DECOY OPERATIONS - VICE/ORGANIZED CRIME: [43.1.5] The Commanding 
Officer - Investigation Division, or his designee shall coordinate plans for decoy 
operations. Decoy operations shall be used to combat crimes when a police officer can 
convincingly pose as a likely crime victim. The primary purpose of the decoy operation 
shall be the apprehension of the perpetrator(s) of the targeted crime. 
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Analysis shall be made of the particular areas to be targeted for decoy operations. The 
type of decoy to be used will be determined by an analysis of the type of targeted crime 
and the victim characteristics. These determinations shall be made by members of the 
Investigation Division, under the direction of the Commanding Officer. 


Specific communication procedures in decoy operations shall be pre-arranged, and 
back-up support will be determined by the potential danger, which might affect the ability 
of the decoy officers to make an arrest following a successful operation. Back-up units 
will wear police uniforms or will display previously approved identifying markings. 


Whenever a decoy operation is conducted, the most important aspect of such operation is 
the safety of the decoy officer. Specific pre-arranged communications procedures are 
critical to officer safety, and must be thorough and precise. 


Whenever possible, a body wire will be worn by the decoy officer, who shall give a 
pre-arranged voice message when assistance is needed. Such body wire shall be tested 
before the operation begins under conditions similar to those under which it shall be used. 


If a body wire cannot be obtained through mutual aid equipment sharing procedures, the 
decoy officer shall be equipped with a portable radio tuned into a pre-arranged tactical 
channel. Such radio shall be fitted with a surveillance ear microphone, so that the decoy 
officer is able to transmit a pre-arranged signal while the portable radio is concealed 
under his clothing. Such radio equipment shall be pre-tested as above. 


If the use of any electronic equipment would jeopardize the success of the decoy 
operation, use of pre-arranged hand or arm signals by the decoy officer may be used. 
Such physical signals shall only be used if back-up officers can keep the decoy officer 
under continuous observation. If the possibility exists that the decoy officer may escape 
observation for any period of time, however briefly, this method of communication shall 
not be used. 


Due to the very dangerous nature of posing a police officer as a likely crime victim, the 
Commanding Officer - Investigation Division or his designee, shall ensure that close 
supervision of all aspects of such operation is provided. Back-up personnel shall develop 
specific operational procedures relative to the observation of the operation and arrest of 
the suspect(s). No such operation shall be conducted unless a superior officer of the 
Investigation Division is present, in the field, with the operational team. 


The Commanding Officer - Investigation Division shall consult, when necessary with the 
District Attorney or his designee to determine any legal ramifications, and to insure that 
all applicable laws are complied with. 


In all cases of decoy operations, the Commanding Officer - Platoon on Duty shall be 
notified as to the location of such operation. 


15. RAIDS- VICE/ORGANIZED CRIME: [43.1.5] Whenever an investigation of 
organized crime activity or vice results in a plan to conduct a raid to affect the arrests of 
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individuals, or to conduct a search and seizure, the following procedures will be 
followed: No raid shall be conducted or search warrant executed without the direct 
authorization of the Commanding Officer - Investigation Division. He shall designate a 
supervisor to develop a plan of action for approaching, entering, securing, and leaving the 
designated target. 


A. BRIEFING: The officer in charge of the operation will brief officers assigned to 
the raid and all support personnel. The briefing will include, but be not limited to: 


1. 


7. 


8. 


Complete description of target area, including address, apartment number 
or room number, and special entry problems. 


Identity and complete description of all possible suspects. 
Specific assignments for each officer. 
Communications system to be used. 


Specific strategies and assignments for searching for and seizing of 
evidence and/or contraband. 


Selection and issuance of any specialized equipment that may be needed. 
(i.e., sledge hammer, vests, and specialized weapons). 


When photography may or may not be utilized. 


Methods for recognition/identification of all police personnel. 


B. SELECTION OF AND COMMUNICATION WITH SPECIALIZED 
SUPPORT UNITS: The officer in charge of the operation shall identify the need 
for specialized support units prior to initiating the raid. Such units may include 
hazardous entry team, hostage negotiators, K-9's, Fire Department or ambulances. 


1. 


All specialized support personnel shall be contacted and briefed as 
appropriate prior to commencing the raid. 


The officer in charge shall ensure that proper communications are 
established with these units in order to avoid confusion or dangerous 
delays. 


C: ARREST OF SUSPECTS - USE OF FORCE: 


1. 


The officer in charge shall ensure that all personnel involved in the 
operation are fully aware of their objectives, their role, and any limits on 
their authority. All members should be provided with guidelines and 
provisions for making arrests. The arrests, securing of prisoners, and 
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transporting of prisoners shall be conducted in strict compliance with the 
policies and procedures established by the department. 


Officers shall be authorized to use the degree of force, which would 
normally be used in any arrest situation, in strict compliance with the 
policies and procedures established by the department. 


In the likelihood that personal injury may occur to either the officers or the 
suspects, the officer in charge of the operation should arrange for the 
notification of medical personnel through the Commanding 
Officer-Platoon on Duty. 


As soon as is reasonable following the execution of a raid, the officer in 
charge or his designee, shall submit a full and complete report of all 
circumstances and conditions leading up to, and including the raid. In the 
event that the officer in charge does not personally write this report, he 
shall approve and sign it. 
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